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Executive Summary 

We have built security into Ozcode Production 

Debugger from the ground up as an integral part of 

our daily processes. To ensure that every element 

of our customers’ data is secure, we meet even the 

strictest security requirements, such as those of the 

military, financial, and health sectors. As new threats 

continue to emerge, we will be proactive and 

responsive to maintain the highest levels of security 

and privacy for our customers.

What is Ozcode Production Debugger?

Ozcode Production Debugger is a debugging 

platform for live Production and pre-Production 

environments. Ozcode drastically reduces the time 

spent on reproducing bugs, accelerating release 

velocity while cutting down incident resolution 

time by up to 80%. Ozcode Production Debugger 

key features include time-travel debugging, 

autonomous exception capture, code-level 

observability, PII redaction, and dynamic logging 

with tracepoints.

Ozcode Production Debugger Architecture

Ozcode Production Debugger is comprised of two 

main components:

Ozcode Agent: runs alongside client applications 

and adds bytecode instrumentation that extracts 

telemetry data needed to fix software errors with no 

noticeable impact on performance. The telemetry 

data is sent to the Production Debugger server.

Production Debugger Server: can be deployed 

in a variety of configurations. It receives telemetry 

data from the agent and presents it to users in a 

web application that provides an interactive IDE-like 

debugging experience.

DevSecOps at Ozcode

There are no silos at Ozcode. Developers, IT, and 

Operations work together to deliver smooth-running 

software that meets enterprise requirements for 

security. Security is built into both our processes 

and our culture. We engage in security-conscious 

activities daily, including dedicated code-reviews, 

regular periodic training, rotating ownership for raising 

the team’s security expertise, automated security 

scans in our CI/CD pipeline, maintaining an inventory 

of OSS components we use, and more. At Ozcode, 

we understand that accelerated delivery can increase 

exposure to data breaches and that adopting a 

DevSecOps mindset across the organization is 

imperative to keeping your software secure. 

Compliance

Ozcode is on a near-term path towards SOC2 Type 

2 compliance and meets the GDPR requirements 

for data privacy and sovereignty.

Security in Ozcode Production Debugger

Ozcode Production Debugger collects different 

application data, including decompiled source 

code, variable values, logs, HTTP requests, and 

database queries. To ensure the safety of the data, 

Ozcode employs the following security measures:

 → PII redaction: According to flexible, granular 

configuration, data is redacted before it leaves 

the client application.

 → IP whitelisting: ensure access only from 

approved IP addresses.

 → Audit trail: a record is kept of every variable 

exposed and every user that viewed data.

 → User authentication: via login credentials or 

Active Directory/Azure Active Directory.
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 → Role-based access control (RBAC): 3-tiered 

role-based access control enables granular 

separation of roles – Owner, Administrator, User.

 → Data retention: data retention period may be 

configured by an Admin. Data older than the 

retention period is irreversibly deleted.

 → Infrastructure: Ozcode’s SaaS service is hosted 

on Microsoft Azure and is protected by this 

leading cloud platform’s rigorous multi-layered 

security measures.

On-premises deployments

Ozcode Production Debugger can be easily 

deployed on-premises hosted directly on the 

customer’s IT infrastructure or within a VM. Ozcode 

presents several security benefits as an on-prem 

deployment, including source code and data never 

leave the corporate network, no multi-tenancy, 

full control over upgrades, and more. Moreover, 

no requests ever leave the network. This mode 

of operation is suitable for environments with no 

public internet connectivity and can easily be 

deployed on a customer site with zero downtime.

Cloud-based applications

Ozcode supports a model in which each 

environment can be segregated into a separate 

cloud provider tenant/subscription or VPC and have 

its own Production Debugger server. To simplify 

deployments, Ozcode supports cloud templates 

(ARM, CloudFormation, Terraform), enabling 

simultaneous deployment to multiple segregated 

environments in a single click.

Continuous Security

Ozcode takes a comprehensive multi-layered 

approach to security, continuously questioning and 

improving our processes to diligently protect the 

security and privacy of every element of your data 

to which we are exposed.
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Introduction

Security at Ozcode is paramount. It has to be. Our 

customers run our software alongside theirs in 

Production, so we build security into our products 

from the ground up. It is an integral part of our daily 

processes and is top of mind in every department 

from development through IT, Operations, and 

management. We serve companies in many 

industries and ensure we meet the strictest 

security requirements, such as those of the military, 

financial, and health sectors. Our goal is to ensure 

that every element of our customers’ data is secure, 

whether using Ozcode in the cloud or in an on-

premises installation. We know that security is an 

ongoing endeavor as new threats emerge all the 

time. Ozcode will continue to be both proactive and 

responsive, continuously questioning our processes 

to maintain the highest levels of security and 

privacy for our customers.

What is Ozcode Production Debugger?

Ozcode Production Debugger is a debugging 

platform for live Production and pre-Production 

environments. Ozcode accelerates release 

velocity by putting data from live environments 

into the hands of those who have to troubleshoot 

errors - the developers. At the same time, Ozcode 

enables DevOps and Production Support staff to 

tie incidents directly to the code that caused them. 

Ozcode does not require a connection to source 

code or synchronization of symbol files and has 

only a negligible impact on performance if any. By 

short-circuiting the loop between finding problems 

in live environments and fixing them in code, 

Ozcode cuts incident resolution time by up to 80%. 

Here are some of its key features:

 → Time travel debugging lets you step through the 

execution flow of an error to see how variables 

change over time across the whole call stack.

 → Autonomous exception capture enables 

software professionals to work with the exception 

exactly as it happened, eliminating the need to 

reproduce the bug or add more logs.

 → Code-level observability provides a view into 

the state of all functions, variables, logs, network 

requests, database queries, and HTTP requests 

leading up to an exception.

 → PII Redaction enables the redaction of sensitive 

information before it ever leaves the Production 

environment.

 → Dynamic logging with Tracepoints enables 

developers to examine the internal state 

anywhere in the code on-the-fly without 

rebuilding and redeploying the application.
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Ozcode Production Debugger Architecture

Ozcode Production Debugger is comprised of the Ozcode agent, 

which runs alongside a client application, and the Production Debugger server.

Ozcode Agent

The Ozcode Agent runs alongside client applications 

(Console applications, Web Applications, Windows 

services, Docker Containers, etc.) that need to be 

debugged and monitored. These may run on self-

hosted VMs on-premises, on any cloud platform, 

or end-user desktops. The agent connects to the 

running applications via the .NET Profiling API for 

.NET and the JVM Agent API for Java and will only 

communicate directly with the Production Debugger 

Server. It works in the same way as common APMs, 

such as New Relic, Dynatrace, and DataDog, by 

adding bytecode instrumentation, only with the 

different goal of extracting telemetry data that helps 

to fix bugs rather than track performance metrics. 

Agents that are compatible with Node.js and Python 

applications are scheduled for release during the 

course of 2021.

As exceptions are caught in the client application, the 

Ozcode Agent sends telemetry data to the Server. 

Production Debugger Server

The Production Debugger Server can be deployed 

in a variety of configurations, including:

 → on-premises at the customer’s site

 → on the customer’s AWS or  Azure Cloud 

subscription (within customer’s VPC)

 → the SaaS service hosted by Ozcode on Azure

The server receives telemetry data from the agent 

and presents it in a web application.

Ozcode Users

The Production Debugger Server exposes a web-

based front-end that provides dashboards and an 

interactive IDE-like debugging experience. Users 

can log in using their own credentials or via Azure 

Active Directory.
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DevSecOps at Ozcode

Security is a cornerstone of software development at 

Ozcode and is built into both processes and products. 

Our development practices foster a mindset of 

security knowledge and ownership across all teams, 

emphasizing individual responsibility to ensure that 

our shift-left debugging is accompanied by shift-

left security that begins at the earliest stages of the 

SDLC. At Ozcode, there are no silos. Developers, 

IT, and Operations work together in teams focused 

on delivering and running working software that 

meets enterprise requirements for security as well as 

stability and scale. 

Developers are encouraged to write security-

conscious code. Part of every code review is 

dedicated to security to ensure that the code is 

not only written well but that it also conforms with 

security best practices. In the spirit of continuous 

improvement, developers undergo regular 

periodic security training with industry experts. 

Team members rotate, taking charge of raising the 

overall level of the team’s security knowledge by 

participating in daily stand-ups and code reviews. 

We believe in “learn it by teaching.” 

At every stage of the CI/CD pipeline, especially 

before being tagged for release to Production, 

product builds go through automated scans to 

detect components with known vulnerabilities and 

to generate an inventory of OSS components and 

dependencies being used. Container images are 

scanned recursively to verify the security of each 

layer. Before being added to the codebase, OSS 

components and dependencies must be approved 

by a senior development manager.

At Ozcode, we understand that accelerated 

delivery and increased usage of OSS exposes 

you to software vulnerabilities, and a security 

breach can have dire consequences resulting in 

extraordinary damage. Adopting a DevSecOps 

mindset and culture that fosters automation, 

continuous improvement, individual responsibility, 

and unified teams is imperative to keeping your 

software secure from one build promoted up the 

CI/CD pipeline to the next.
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Compliance

SOC 2 Type 2

Ozcode is on a near-term path to SOC2 Type 2 

compliance. We are engaging compliance experts 

as consultants and expect to be certified by the end 

of 2021.

GDPR Compliance

Ozcode’s SaaS service is hosted on Microsoft 

Azure and uses the facilities on this leading cloud 

platform to comply with GDPR requirements for 

privacy and data governance.

Security in Ozcode Production 
Debugger

Ozcode Production Debugger collects different 

application data, including decompiled source 

code, variable values, logs, HTTP requests, and 

database queries. To ensure the safety of the data, 

Ozcode employs a variety of security measures.

PII Redaction

Ozcode provides two layers of PII redaction. First, 

data is redacted by the Ozcode agent before it is 

transmitted to the Server. However, in case the 

redaction configuration changes after data are 

transmitted, the Ozcode Server also redacts data 

before presenting it to users to ensure compliance 

with the latest redaction configuration. 

The redaction configuration offers granular 

flexibility and can only be modified by a user with 

administrator permissions (see Role-Based Access 

Control) as follows:

 → Regex patterns: data matching any specified 

regular expression will be redacted.

 → Identifier tagging: data stored in any of the 

specified identifiers will be redacted

 → Namespaces and classes: data stored in any 

of the specified namespaces or classes will be 

redacted.

IP Whitelisting

Ozcode Production Debugger supports IP 

whitelisting so you can ensure access only from 

approved IP addresses. 

Audit Trail

Ozcode keeps an audit trail of every variable 

exposed and every user that viewed data, 

accessible via the admin console.

User Authentication

Your Ozcode administrator can assign and manage 

users internally using login credentials or via Active 

Directory/Azure Active Directory. 

Role-Based Access Control (RBAC)

To support a granular separation of access 

privileges, Ozcode provides 3-tiered role-based 

access control: Owner, Administrator, User.

The creator of an organization is designated its Owner 

and has the highest level of permissions. Additional 

users may only join by invitation. When joining an 

organization, a new member is assigned to the most 

restricted level of User but may be awarded additional 

privileges by being designated an Administrator. 

A User may only be set as an Administrator by the 

Owner or by another Administrator.
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The following actions are restricted to administrators 

only (or the Owner of the organization)

 → Redaction configuration

 → Removing applications

 → Modifying data retention settings

Controlling data retention

Through the Admin console, administrators and 

the account Owner can control how long data is 

stored in the Production Debugger’s database. 

When the retention period for a recording lapses, 

the entire recording, including all associated data, is 

irreversibly deleted.

Infrastructure

The Ozcode SaaS service is hosted on Microsoft 

Azure and is protected by this leading cloud 

platform’s rigorous multi-layered security measures. 

The following safeguards protect access to Azure 

infrastructure on which Ozcode is hosted:

Access request and approval: visitors to the facility 

must request and be approved for access before 

arrival based on valid business justification.

Perimeter barrier: the facility perimeter is 

protected by steel and concrete fences with well-

defined access points.

Building entrance: all buildings are staffed with 

trained security officers who control and monitor 

entry to the buildings.

Inside the building: once inside the building, 

access to any section is controlled by biometric 

two-factor authentication.

Data center floor: access to each data center floor 

is strictly limited to approved visitors who must pass 

through full-body metal detector screens and may 

only carry approved devices.

No Ozcode employee ever enters a Microsoft 

Azure facility or tries to directly access its servers, 

network, database, or storage equipment.

On-premises deployments

Ozcode Production Debugger can be deployed 

on-premises hosted directly on the customer’s IT 

infrastructure or within a VM. Ozcode has gone to 

great lengths to make on-premises installations 

extremely simple (effectively, clicking “Next... Next... 

Next...” in an installation wizard) and compatible 

with any IT infrastructure. Deploying Ozcode in this 

manner presents the usual security benefits typical 

of on-premises deployments:

 → The customer’s source code never leaves the 

corporate network.

 → Sensitive user data (e.g., variable values, network 

requests, logs) never leaves the corporate 

network.

 → In an on-premises installation, there is no multi-

tenancy – the Ozcode Server is fully dedicated to 

the customer.

 → The customer fully controls when to perform an 

upgrade of the Ozcode server. 

Moreover, in an on-premises deployment, no 

requests ever leave the corporate network (there 

is no “call home” functionality), so this mode of 

operation is perfectly suited for environments with 

no connectivity to the public internet.
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For cloud-based applications, Ozcode supports a 

hybrid model in which the Production Debugging 

Server is installed on the customer’s AWS or Azure 

tenant/subscription. Additionally, each environment 

(Dev, QA, Staging, Production) can be segregated 

in a separate VPC and can have its own Production 

Debugger Server. To simplify managing these 

Continuous Security

Security is not an exact science. It’s not even a 

single focused topic. Cyber-attacks happen all the 

time; they change and become increasingly more 

sophisticated. Ozcode takes a comprehensive 

multi-layered approach to security, continuously 

questioning and improving our processes to 

diligently protect the security and privacy of every 

element of your data to which we are exposed.

segregated environments, the Ozcode Production 

Debugger server and all the associated infrastructure 

can be deployed from a cloud template (such as 

an ARM template for Azure or CloudFormation and 

Terraform templates for AWS), enabling deployment 

to all the segregated environments simultaneously in 

a single click.

This document and all information contained herein is provided “as is” and Ozcode Ltd. disclaims 
all warranties, representations and commitments of any kind, either express or implied, including, 
without limitation, implied warranties of merchantability, fitness for a particular purpose, accuracy, 
completeness or non-infringement. You may not copy, republish, redistribute or exploit in any 
manner any material from this document without the express written consent of Ozcode Ltd. 
Ozcode Ltd. does not warrant that the information contained herein will meet any requirements 
or needs you may have and your reliance upon this document is at your own risk. Any third party 
information provided herein is based solely on publicly available information and Ozcode Ltd. does 
not guarantee the accuracy of such third party information. 
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www.oz-code.com
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